Self-Serve:

What is this: This is a web based application used to reset user passwords in the Business Objects environment. This is a Self Serve, so a user can reset his own Password instead of bugging the admin for it. In case the user can’t remember his user id, he can enter his first name and Last name and the tool can search for his id based on Last/first name. The tool resets the password and sends the new password to the email address that was entered in the CMC for the user. So for the tool to work at its best, every user created in the CMC should be associated with Full name and an email address.

This tool works only with Enterprise Authentication System, if your environment is integrated with LDAP/AD this does not work as there are other ways for the user to get his password reset, which is a Directory credential.

Features of the Tool: 

· We reduced our Helpdesk Tickets for BO password resets to zero/month from 200/month.

· Automation of simple jobs which could save a lot of time and money

· The new password generated is sent to the email provided in the CMC for the corresponding user automatically, so it is secure and no one can steal others credentials.
· The tool doesn’t let anyone to reset the Administrator password.

· Random password generation algorithm uses Special characters.

· If the user id or the email address is not found for the specific user then it doesn’t reset the password and displays the message correspondingly.

· The flag underlying is set so the user will be prompted to change the password upon the next logon.
Work Flow:

1) Index.html is the first page which accepts the logon credentials.

2) Logon.jsp and Start.jsp are used for authenticating the user and creating a logon token/session, but the userid and Password are hard coded. So you need to create an ID in the CMC which has administrator equivalent privileges or at least full control on the Every one group.

3) Then the redirection happens to the Links.jsp which consists of the 2 links, one for resetting the Password based on the User Name and the other link based on the User ID.

4) When the link to reset the pwd based on ID is clicked then the GetUsersId.jsp is called and it collects the user id that needs to be reset and passes it to ResetUserPasswordId.jsp for resetting it and sending out the email.

5) When the link to reset the pwd based on User Name is clicked then the GetUsersName.jsp is called and it collects the user name that is to be reset and passes it to ResetUserPasswordName.jsp for resetting it and sending out the email

6) Logoff.jsp logs off the session and error.jsp throws out the corresponding error message based on the Error, if any.

Sequence Flow:

Index.html-->Start.jsp-->Logon.jsp-->Links.jsp-->GetUsers[ID][Name].jsp-->ResetUserPassword[Id][Name]-->Logoff.jsp

Getting it to work:
1) Create an id which has privileges of administrator equivalent or at least with full control on the every one group.

2) Enter your CMS name, the id you created in first step and its password in the logon.jsp (snippet below)
[image: image1.png]// Enter your CHS Neme

String cms = "Your CHS Newe:

//Enter your hdmin equivalent User Td
String usernawe = "An ID used to reset”;
//Passvora for the ID entered sbove
String passuord = "Passuord”;

String auth = "secEnterprise”;




3) In the ResetUserPasswordId.jsp and ResetUserPasswordName.jsp edit the mail    

Sending code as shown below

[image: image2.png]//Enail sending code
//Enter the From Email Address, this is vhat the user gets in the From
Jddress when he gets the passvord reset mail.
String £rom="BOADMIN-DoNOtReply§¥ouzCompany.com"
String to=emailld;
=
//Enter you SHTP client
Smtpclient client = new SmtpClient("mail.sdg.ie.intuit.com")
client.from(from);
client.to(to);
PrintStream message = client.startMessage();
message.println("To: " + to);
//Subject of the mail
message. println("Subject: Your BOXI Password has beem reset”);
//Boay of the wail
message. println("Please make sure to change your password on the next
logon, else your account might get disabled. ");
message. println():
message. println(MailString)
message. println():
message.println("Log in to BOXI  : http://InfoviewURL"):
message. printin();





4) Adding a logo to the Application:
The images/banner_logo.jpg to be replaced by the logo you want to have in the application 
5) Copying the required Libraries:

Copy the following libraries from your BO XIR2 installation to selfserve/WEB-INF/lib/, they are located in your BOXI deployment.

$BO_Install_Directory\Application Server\Web Applications\businessobjects\WEB-INF\lib\

Ex: D:\Program Files\Business Objects\Tomcat\webapps\businessobjects\WEB-INF\lib
These are the list of Libraries you need
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6) Location for selfserve:

Copy selfserve on your Java Web/Application server as a web application (WAR).

Ex: Tomcat/Webapps/selfserve
URL to access the app could be: http://YourAppServer/selfserve/index.html
