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Security Schema Recommendation for Business Objects Repository

CompanyName  ( as root group name)  NOTE:  If you assign a Broadcast Agent Server account at this level it will cascade to all below unless an additional one is defined for one of the sub-groups.  To maximize ease of management, the command profile for this group should be one with all commands turned on – except those that do not fit your environment (SAP BPI, Essbase and Express, if you are not using those tools – and any others that do not fit your user population requirements)

All Users (group which ALL users will belong to, facilitating ease of administration of changes.  It is recommended that  No resources should be defined for this group. 

Commands (assignment of command profiles – one per user per tool) )



The segregation of user types specified below will only occur if the user population 


drives it by having users of different requirements that cause delineation of commands 



Users - Normal - this is the group for typical users and is necessary if you segregate the 


user profiles at this level

Users - Intermediate –this group will typically have some additional functions allowed (export documents usually as well as some additional functions) - this group will only appear if your user population indicates it exists and it requires ‘different accesses’

Users – Super – this group will typically be very small and will have most all if not all functions allowed. this group will only appear if your user population indicates it exists and it requires ‘different accesses’

InfoView - Normal– this is where the attributes for WebIntelligence and 5I are set (5I will also be impacted by the user settings above)

InfoView - Plus – this is the advanced setting for more features and freedom (drilling).
Designer - Sr this is the designer that can overwrite universes in the repository as well as all other functions
Designer - Jr - this is the ‘helper’ designer who can do most design work but cannot move to the repository.  This segregation of tasks eliminates many of the issues with version control as a design team may have several designers working on a single project.
Supervisor - Sr – this is the Supervisor who does the work except manage at the group level
Supervisor - Admin – this role is only used if the environment requires management of users at the group level.  This role can add and remove users from the group that they have responsibility for ONLY from the entire population of the repository (assuming the General Supervisor has set the Scope Management to Extended Option (Tools/Options/Security Policy/Scope Management to Extended Mode).

WebI – Normal – This is a reader/reporter functionality

WebI – Intermediate –This includes all above and the drilling/explorer functionality. 

WebI – Super – This includes all above and publishing functionality.


BOS (the group into which all Business Objects Support people go into – this group will contain 


team members with Designer, and Supervisor access. These functions may be distributed 


PROD (this groups should contain subgroups for all of the production universes.



RegionName




Production Universes (these groups will contain the users for each of the 



individual production universes and any necessary subgroups to allow 




management of resources by group.


DEV (the group for all users who will have access to development universe/reports at the 


resource level and will contain sub-groups for each universe in development. 



RegionName




Development Universe(s) (these groups will contain the users for each 



individual universe and the resource profile should be defined at this level)


PU (this is the group (will not exist if you implement the segregated structure described above) 


would be for your power users (not to exceed 50 total)- the command profile should be 


set at this level and the resource profile should be managed by exception)

Remember that users will take the MOST restrictive command profile if more than one is assigned (this should be avoided – subsequently if you implement the segregated strategy above, you will need to be EXTREMELY cautious about this – it may require an understand among all production groups to agree that an SME or PowerUser in one group can have that level of privilege in all groups in order to not limit their ability to perform those functions)

By the same token, the user will take the LEAST restrictive resource profile (if in 1 group the user does not have access to universe ABC but in another they do, they will be able to use ABC.

You may choose to distribute the designer function and may have more than one level of designer (Lead and junior) and supervisor (administration and group) which would require a command profile for each, as the commands are tool specific.

The use of a centralized repository is usually administrated by central security function, whose sole role is to add new users to the AllUsers group and notify all of the sub-group administration supervisors that another user is available if they want to ‘pull’ them into their group.  It is necessary to have the security domain supervisor setting set at ‘extended’ in order for the administration supervisors to ‘see’ the users in the entire security domain pool.

Be cautious as you create the structure as the flatter the structure, the less impact on login time for the users in multiple groups
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