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1. INTRODUCTION

This document describes the manner in which WebIntelligence 6.5.1 uses LDAP under Microsoft Server 2003 and IIS 6. Most of this document is an extract from the BusinessObjects product guide that is shipped with the product and is available on the installation cd’s.  (Refer to the References section for further details).This is an addendum to the security_connector_mswin.pdf document.
This document has been created at the request of Discovery during  evaluation of BusinessObjects WebIntelligence. This document does not attempt to describe the entire WebIntelligence architecture, but only those areas that deal specifically with the LDAP setup process.

What is LDAP? 

LDAP (Lightweight Directory Access Protocol) provides a means for users to

locate and access organisations, individuals, and other resources such as files

and devices within a directory. LDAP is a lightweight version of DAP (Directory

Access Protocol), which is part of the X.500 standard for directory services in a network. LDAP is a lighter version of DAP because it uses fewer resources.
2. Security Configuration
2.1 Prerequisites for LDAP Installation

· Network administrator support

·  Valid Network user account with Read access to Active Directory
· Understanding of customer Network Security
· A Valid Supervisor User id that is created in LDAP

Under local security policies add the “start up user” to the following

Programs>>administration tools>> local security>>Local policies>> user rights assignment

· Log on as a service

· Log on as a batch job

· Restore files and directories

· Act as part of the operating system

· Back up files and directories

Hint

Install BusinessObjects security authentication as normal and then only set up LDAP.

Supervisor

Only a General Supervisor defined in both Active Directory and Supervisor will have full access to everything in Supervisor.

If you only have Supervisor / Designer access you will only see what has been allocated to you through the group settings defined in Active Directory 

Example:

Userid Test1 

Defined in Active Directory under group “bo supervisors” and defined as a General Supervisor in the Repository. 

Test1 will be able to see everything in Supervisor when he uses Supervisor.

Userid Test2

Defined in Active Directory under group “bo designers” and defined as a Supervisor / Designer in the Repository. 

Test2 will be able to see only the items he has access to in Supervisor when he uses Supervisor.

2.2 Configuration Process
2.2.1 Setting up LDAP for Active Directory
Within "Active Directory Users and Computers"
1. Create a standard domain user, called "webi1"
2. Create a new group, called "BO Expert Users" (it's more of a role name than a group name)
3. Set the Group Scope to Global
4. Set the Group Type to Security
5. Remember the group name, later we'll add it to the Repository
6. Add your user to your new group
Important notes

1. When mapping your LDAP user to the repository groups, use only static

2. (enumerated) LDAP groups. BusinessObjects does not support dynamic groups
3. BusinessObjects does not support LDAP references either
Within Supervisor
1. Create a new group of the same name as above, called "BO Expert Users"
Again, from now on, think of these groups as roles
2. Grant the role access to Webi
3. Double click on the WebIntelligence icon within the Configuration tab
4. Press the "Apply Predefined Settings..."
5. Give the role something appropriate. In this case, we'll grant them "Expert"
(Expert = Everything Granted)
6. Follow the recommended Installation process and use the following Screen shot as examples
7. This defines the logon screen in the security configuration process
8. Use a valid LDAP and Repository User id to logon with
Screen layout 1
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9. Click Next
10. Select Windows Authentication
Screen layout 2
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11. Click Next
12. Select External and then Repository
13. The Host name is the Active Directory Host name
14. Use the default port 
15. Connect to verify LDAP Server Name


Screen layout 3
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16. Click Next
17. Select the Root name that correspond with the Company Standard 
18. Name Attribute: Can use Cn or sAMAccountName  (both will work unless there are duplicate names in cn)
19. Use the Account name  that has read access  to the Active Directory (can be any valid Network user account) 
20. Enter the Domain name where the user account exists
Screen layout 4
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21. Click Next
22. Select the Mapping option required (following recommended)
(+)  LDAP User to BusinessObjects Group
(+) LDAP Group membership
(  ) LDAP Attribute
(  )  LDAP User to BusinessObjects User
23. Click on Advance Tab
24.  Use the Advanced button to define the following:

Use as example 

SAMAccountName can be replaced with cn 

Base is the same as the Root  DN defined in previous steps

Screen layout 5
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25. Click OK
26. Press Finish to complete the LDAP configuration

Screen layout 6
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27. Click Finish

You have configured the Security configuration in order to use LDAP and Repository security

28. Restart the WebIntelligence services by stop and starting the server.

When using Full Client ,WebIntelligence, Supervisor and Designer  your User-ID will be authenticated via LDAP with no log_in screens .It will use the User-ID that you logged on to your machine with to validate.

2.3 IIS configuration  

You need to change the IIS settings to cater for the LDAP environment.
1. Right click on My Computer and select Manage
2. When the screen opens go to Internet information Services>> Default Website
3. Right click on wiasp >>properties Directory Security 
4. Make sure only Windows Integrated services is checked
Screen layout 7
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Configure Internet Explorer

1. Go to Tools >> Internet Options>>Security

2. Make sure it is set to Medium 

3. Go to Custom Level and check the last option in the list (User Authentication >> Logon) to allow “Automatic logon with current username and password”   

Screen layout 8
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***End of Document ***
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