Configuring Windows AD Authentication
NETBIOS NAME = ORG

FQDN = ORG.MY.EXAMPLE.COM
1. Determine the service account that will be used for running the BO services. In our case, it was boadm. 
2.  On the Ad server, Create Service Principal Name (SPN’s) for the service account on the DC: 
setspn –a BOBJ/ORG boadm 
setspn –a BOBJ/ORG.MY.EXAMPLE.COM boadm 
Note: It’s important to note that SPN’s are case sensitive. Note the case in which you created the SPN’s 
3. Run the following to ensure that SPN’s got created 
Setspn –l boadm  
It should list 2 SPN entries BOBJ/ORG  and 

 BOBJ/ ORG.MY.EXAMPLE.COM  
4.  Add the service account boadm  to the local administrative group (ex: org\boadm added to local admin group) on the application server where BO was installed
5.  On the BO server where SIA service is installed, Go to Start -> Run -> gpedit.msc

i. Go to Windows settings -> Security settings -> Local policies -> User rights assignment 
ii. Double click on the policy “Act as part of the operating system”. 
iii. Add the service account to this & click on OK

6. Configure all services to run with the above service account (ex: ORG\boadm) 
7. Login to CMC -> Authentication -> Windows AD 
8.  Check the box that says “Enable Windows Active Directory (AD)” 
9.  Click on the AD Administration Name link under AD configuration summary & fill in the details, i.e. Name, Password and Default AD Domain. 
Note: This account you configure here is just a user account that BO will use to talk to AD. In our case it was org\boadm 
 In Authentication options section, Select “Use Kerberos Authentication”. Fill in the service principal name that was created earlier - BOBJ/boadm.ORG.MY.EXAMPLE.COM
Note: SPN is case sensitive. Only fill in what you saw when you listed the SPN’s created 
10.  Choose the following in AD alias options

Assign each new AD alias to an existing User Account with the same name 
Create new aliases when the Alias Update occurs 
New users are created as named users

11.  Choose these options in Attribute Binding Options if desired

Import Full Name and Email Address 
Give AD attribute binding priority over LDAP attribute binding

12. Choose “Update AD group graph & Aliases now” & click on Update 
13.  You should now be able to add AD Member groups 
14.  Now create a directory C:\WINNT, create a text file krb5.ini & put the following content in it
[libdefaults]

default_realm = FQDN
dns_lookup_kdc = true

dns_lookup_realm = true

default_tkt_enctypes = rc4-hmac

default_tgs_enctypes = rc4-hmac

[domain_realm] 

.example.com = EXAMPLE.COM
Examplec.om = EXAMPLE.COM

.my.example.com = MY.EXAMPLE.COM 

my.example.com = MY.EXAMPLE.COM 

.org.my.example.com = ORG.MY.EXAMPLE.COM 

org.my.example.com = ORG.MY.EXAMPLE.COM 

[realms]

FQDN =  {

kdc = adserver.ORG.MY.EXAMPLE.COM 

kdc = ADSERVER2.ORG.MY.EXAMPLE.COM 

kdc = DNSSERVER1.ORG.MY.EXAMPLE.COM

default_domain = ORG.MY.EXAMPLE.COM
}

15.  Create another file, name it as bscLogin.conf and put the following content in it


com.businessobjects.security.jgss.initiate { 
com.sun.security.auth.module.Krb5LoginModule required; 
};

16.  Go to Start -> Programs -> Tomcat -> Tomcat Configuration 
17. Go to to the Java tab and add the following 2 lines to the Java Options towards the end:


-Djava.security.auth.login.config=c:\winnt\bscLogin.conf 
-Djava.security.krb5.conf=c:\winnt\krb5.ini

18. Click Apply 
19.  Go to Central Configuration Manager, restart SIA and then restart Tomcat. 
20.  You should be able to login to Infoview with AD user name in the format 

For SSO
4. Update the web.xml file located at D:\Program Files\Business Objects\Tomcat55\webapps\InfoViewApp\WEB-INF with the following changes


a)  Updated Value


    -------------


    <context-param>

        
<param-name>authentication.default</param-name>


        <param-value>secWinAD</param-value>


    </context-param>


b) Updated Value


   -------------


    <context-param>

        
<param-name>siteminder.enabled</param-name>


        <param-value>false</param-value>


    </context-param>


c) Updated Value


   -------------


    <context-param>

        
<param-name>vintela.enabled</param-name>

        
<param-value>true</param-value>

   
    </context-param>


d) Updated Value


   -------------

  
   <context-param>


        <param-name>sso.enabled</param-name>


        <param-value>false</param-value>


   </context-param>



e) Uncomment the following code


   ----------------------------


    <filter-mapping>

        
<filter-name>authFilter</filter-name>


        <url-pattern>/logon/logonService.do</url-pattern>


    </filter-mapping>


f) Uncomment the following code and uopdate it as shown below


   ----------------------------------------------------------


     <filter>

        
<filter-name>authFilter</filter-name>


        <filter-class>com.businessobjects.sdk.credential.WrappedResponseAuthFilter</filter-class>


        <init-param>

        
    <param-name>idm.realm</param-name>


            <param-value>ORG,MY.EXAMPLE.COM</param-value>

        
</init-param>


        <init-param>

        
    <param-name>idm.princ</param-name>


            <param-value>BOBJ/boadm.ORG,MY.EXAMPLE.COM </param-value>

        
</init-param>


        <init-param>

        
    <param-name>idm.keytab</param-name>


            <param-value>C:\winnt\host.keytab</param-value>

        
</init-param>

        
<init-param>


            <param-name>idm.allowUnsecured</param-name>


            <param-value>true</param-value>

        
</init-param>


        <init-param>

        
    <param-name>idm.allowNTLM</param-name>


            <param-value>false</param-value>

        
</init-param>

        
<init-param>


            <param-name>idm.logger.name</param-name>

        
    <param-value>BASIC</param-value>


            <description>

        
        The unique name for this logger.


            </description>

        
</init-param>


        <init-param>

        
    <param-name>idm.logger.props</param-name>


            <param-value>error-log.properties</param-value>

        
    <description>

                
Configures logging from the specified file.


            </description>

        
</init-param>


        <init-param>

        
    <param-name>error.page</param-name>


            <param-value>../logonNoSso.jsp</param-value>

        
    <description>


                The URL of the page to show if an error occurs during authentication.

        
    </description>


        </init-param>


    </filter>
7. On the Domain Controller, in the Account properties for boadm, make sure the option "Trusted for Delegation - kerberos only" is checked and then    execute the following commands


a) ktpass -out host.keytab -princ BOBJ/boadm.ORG,MY.EXAMPLE.COM @ ORG,MY.EXAMPLE.COM -mapuser boadm@ORG,MY.EXAMPLE.COM   -pass Thursdaypass44 -kvno 255 -ptype KRB5_NT_PRINCIPAL -crypto RC4-HMAC-NT



If the command executes successfully, place the host.keytab file in c:\winnt folder on Business objects Application server
Alternatively, you can hardcode the password in the java options in Tomcat with the following command

- Dcom.wedgetail.idm.sso.password=your password for service account

b) setspn -a HTTP/BO Server boadm


c) setspn -a HTTP/BO server. ORG,MY.EXAMPLE.COM boadm


d) setspn -a HTTP/IP address of BO server
