Setting up a service account on a Windows 2003 or 2008 Domain
1. Add/Create Level accounts on web and processing servers with administrative rights to run services on the server. (Ones used for the Chicago data center are below)

2. SETSPN

Open a command prompt in the ACTIVE DIRECTORY SERVER and enter this command:
SETSPN.exe –A BOBJCentralMS/NAME serviceaccount

Replace NAME with the fully qualified domain name of your machine

running the CMS service. For example, cmsaccount. (For clustered CMSs,

use a generic name; do not use the host name of a CMS machine.)

Replace serviceaccount with name of your service account that runs the

CMS service.
Depending on the environment the command will vary:

SETSPN.exe –A BOBJCentralMS/server  service_account
Clustered Environment

:

SETSPN.exe –A BOBJCentralMS/BOXIPRODCMS  service_account
· BOXIPRODCMS – is the cluster name for a multi node cluster

3. Verify that you receive a message similar to this one:

Registering ServicePrincipalNames for

CN=ServiceCMS,CN=Users,DC=DOMAIN,DC=COM

BOBJCentralMS/cmsaccount Updated object

4. Using the “Active Directory Users and Computer”, open the account properties, click the Delegation tab and select Trust this user for delegation to any service(Kerberos only).
This should be done for the following AD accounts:

1. service_account
5. Create domain accounts for Single Sign On

1. sso_service_account
Note:

2. The accounts need to have the property  “DES Encryption types for this account” checked
3. Give also the property “ Trust this user for delegation to any service (Kerberos Only)”, this can be found on the Delegation tab, If you don’t see the delegation tab, complete the steps on the next step (ktpass) 

6. Execute the following commands to create a SPN for the Web Application Server
ktpass -princ HTTP/servername.domain.com@domain.COM -mapuser sso_service_account
7. RESET SERVICE ACCOUNT PASSWORDS

Using the “Active Directory Users and Computer”, open the account properties and click Reset Passwords  for each account , then enter and confirm the same password that  the account had before and Ensure that User must Change Password at Next Logon is not selected

1. sso_service_account
8. Create and Place Keytab ( Done from ACTIVE DIRECTORY SERVER)
(You can hard code the password in the Tomcat configuration instead of using the keytab file. See step 14 for instructions)

1. ktpass -out C:\WINNT\ sso_service_account
.keytab -princ HTTP/ servername.domain.com@domain.COM –pass password  -kvno 255 -ptype KRB5_NT_PRINCIPAL –crypto DES-CBC-MD5
9. Setting Up multiple SPN ( With Multiple  URLs)
This step is only for our production server, since it will have multiple Web Servers
PROD

1. setspn -A HTTP/ servername.domain.com -mapuser service_account

10. Copy krb5.ini and bscLogin.conf files to C:\WINNT
Take a copy from one of the BO Web Servers

11. Modify Java Options in Tomcat

1. From the Start menu, select Programs >Tomcat > Tomcat Configuration.

2. Click the Java tab.

3. Add the following options:

1. -Djava.security.auth.login.config=C:\XXXX\bscLogin.conf

2. -Djava.security.krb5.conf=C:\XXXX\krb5.ini

4. Replace XXXX with the location you stored the file.

5. Close the Tomcat configuration file.

6. Restart Tomcat

12. Increase Header Size limit of your Tomcat Application Server
1. On the server with Tomcat installed, open the server.xml file.

2. On Windows, this file is located at <TomcatDeployedLocation>/conf

• If you are using the version of Tomcat installed with BusinessObjects Enterprise on Windows, and you did not modify the default installation location, replace <TomcatDeployedLocation> with C:\ProgramFiles\Business Objects\Tomcat\

3. In the File, do a Search for “maxHttpHeaderSize”

4. Change the value to :  maxHttpHeaderSize="16384"

5. Save and close the server.xml file.

6. Restart Tomcat.
13. Enable Vintela Single Sign-On for Java in the web.xml file:
1. Open the web.xml file for InfoView or OpenDocument from its deployed location on your web application server.

2. The InfoView web.xml file is stored in the following location on Windows:

· <Deployed Location>\Business Objects\BusinessObjects Enterprise 12.0\warfiles\WebApps\InfoViewApp\WEB-INF.
3. Find the following parameters and make the appropriate changes:

	<param-name>
	Original <param-value>
	New <param-value>

	cms.default (for the InfoView web.xml file

only)


	your CMS name and

port number
ie:

RESCHS036:6400

	your CMS name and

port number



	opendoc.cms.default

(for the OpenDocument

web.xml file only)


	default CMS
	default CMS

	authentication.default
	SecEnterprise
	SecWinAD

	siteminder.enabled
	true
	false

	vintela.enabled
	false
	true

	Sso.enabled
	false
	false


4. Find the following section in the web.xml file: 

<!- - Uncomment the following filter and mapping to enable the filter for Vintela SSO.

Set idm.realm to the Active Directory realm where the server is in and idm.princ to the service principal name. - - >

5. Remove the comment start tag that immediately follows this comment as well as its corresponding end tag.

6. Find the following parameters and make the appropriate changes:
	<param-name>
	Original <param-value>
	New <param-value>

	Idm.realm

	YOUR_REALM

Companyname.com

	Default realm for AD.

This should be the

same value you set

when you configured

the default_realm in

your krb5.ini file.

The value must be in

upper case.

	idm.princ
	YOUR PRINCIPAL

Ie:

servername.companyname.COM
	The SPN you created

in To create an SPN for

your web application

server on page 312 . It

must follow the format:

HTTP/url where url

is the URL your users

will use to access InfoView.

	idm.allowNTLM
	false
	false


7. Add the idm.keytab parameter. In the Vintela section of the web.xml file add the following lines.

Note:

• Place it after the idm.princ parameter and values.

<init-param>

<param-name>idm.keytab</param-name>

<param-value>PATH_TO_YOUR_KEYTAB_FILE</param-value>

</init-param>

Where Path_To_Your_Keytab_File is the directory path to the location

of your keytab file. For example, C:\WINNT\host.keytab

• Only add the above parameter if you have chosen to use a keytab file.

If you have chosen to use a password do not add this parameter.
Comment the idm.keytab section for now, you’ll hardcode the password for the SSO user in the Tomcat configuration using:
Add  <!—at the beginning and --> at the end


<!--

<init-param>

<param-name>idm.keytab</param-name>

<param-value>PATH_TO_YOUR_KEYTAB_FILE</param-value>

</init-param>


-->
8. Save and close the file, then restart your web application server.
14. Add the SSO account password in the Tomcat Configuration
1. From the Start menu, select Programs >Tomcat > Tomcat Configuration.

2. Click the Java tab.

3. Add the following options:

· -Dcom.wedgetail.idm.sso.password=password

4. Replace password with the SSO account password
5. Close the Tomcat configuration file.

6. Restart Tomcat

15. Run the following SETSPN for all the servers that will use the website (redirector)

1. setspn -A http/website.domain.com service_account

NOTE: There are some environments were the SETSPN needs to be in UPPER case and others in LOWER case, please try one or the other in case the command fails

